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Purchasing Additional Licenses
To purchase additional Probe licenses, contact your software vendor or Network Instruments, LLC at:

Corporate Headquarters: UK and Europe:

Network Instruments, LLC Network Instruments, LLC
Fourth Floor Brewery House

8800 West Highway Seven Black Eagle Close

Minneapolis, MN 55426 USA Westerham TN16 1RG

(800) 526-7919 Toll Free UNITED KINGDOM

(952) 932-9899 Voice +44 (0) 1959 569880 Voice

(952) 932-9545 Fax +44 (0) 1959 569881 Fax

email: info@networkinstruments.com email: europe@networkinstruments.com

Technical Support
Network Instruments provides technical support:

By fax (depending on where you are located):
US & countries outside of Europe at (952) 932-9545
UK and Europe at +44 (0) 1959 569881

By phone (depending on where you are located):
US & countries outside of Europe at (952) 932-9899
UK and Europe at +44 (0) 1959 569880
By email at:
US & countries outside of Europe: support@networkinstruments.com
UK and Europe at: europe-support@networkinstruments.com

Network Instruments providestechnical support for a period of 60 days after the purchase of the product at no charge. After
the 60-day initial support period, support will only be provided to those customers who have purchased a maintenance
agreement.

Telephone technical support hours are between 9:00 AM and 5:00 PM local time at each office.
For those parties with the capability to receiveinternet email it is possible to subscribe to the Network Instruments Observer
Mailing list.
Subscribe by submitting an email message to:
listserver@networkinstruments.com

with the following in the body (not the subject) of the email:
subscribe Observer
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Overview

When something goes wrong on your network, seeing what's happening on the wire
can quickly lead you to a solution. Network Instruments Observer lets you see all
traffic on the network to which it is connected. To monitor multiple networks from a
single console, simply install a Network Instruments Probes on every network where
you need a “point of visibility.”

Probes collect and report network traffic and statistics about traffic at the request of the
Observer console. This enables the network administrator to detect and anticipate
problems on both local and remote portions of the network.

i Networks
\- without probes
will not be visible
A to the console/analyzer.

— \l{w‘”‘" . == A Console includes
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Observer Console

What Probes Do

Probes collect data from the network to which they are attached (usually through a
switch) and send it to an analyzer/console for display. The Probe can be located on the
same machine as the Console (every Observer-family analyzer includes a“local
Probe”), or it can communicate with remote consoles via TCP/IP.
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How Probes Operate in a Switched Environment

The purpose of a switch isto isolate traffic to the local network, thereby reducing the
amount of traffic each device on that network can see and process. Although a protocol
analyzer puts anetwork interface card in “promiscuous’ mode, it still only sees packets
addressed to or transmitted from the port that it is connected to on the switch.

To operate a Probe (or any type of analyzer product) in aswitched environment, you must
choose a method that provides network visibility to the port where the Probe is connected.
Most switches provide afunction that “mirrors’ all packets received or transmitted from
either asingle port of interest (i.e. a server or router), or multiple ports of interest. The
mirrored traffic can then be captured or analyzed by connecting your analyzer (or in this
case, the Probe) to the “mirror port” (which is sometimes called a span port).

Switches typically provide two options for configuring the mirror or span setttings. You
can either use aweb based interface included with your switch to set this, or use SNMP
commands to set the port (or ports) to be mirrored. Network Instruments Probes are
capable of sending the SNM P commands directly to your switch, or you may use the
switch-provided method to set the span port.

In addition to port spanning, Network Instruments’ Observer products offer optionsto use
SNMP to directly query your switch and report port-based statistics (see information on
the Observer Suite), use RMON to report on any internal RMON statistics the switch may
have (also included in the Observer Suite), or create a statistical picture of your switch
with port looping (included in al Observer products). Selecting which method is right for
you will depend on your switch, and the level of detail you need to troubleshoot the
problem at hand. Remember, for capture, decode and Expert event identification, only
static port mirroring will provide all the information required for a complete picture of
what is happening on your network.

Types of Probes

So far this has been ageneric discussion of analyzer/management consoles and probes. As
with most computer software components, there are a number of different flavors of
probes, both generic and proprietary. Network Instruments Observer analyzers can
communicate with four types of Probes:;

«  Network Instruments Advanced Probe (recommended for most situations, as it makes
the richest set of statistics available to an Observer console)

« Any RMON1 Probe, ageneric, “open standards’ probe available for many devices
and OS platforms. Observer Suite can request and accept information from RMON1
probes.

«  Any RMON2 Probe, amore advanced open standards probe that comprises a superset
of the RMON functionality. Observer Suite can request and accept information from
RMONZ2 probes.



« Any HCRMON Probe, an open-standards probe optimized for high-capacity gigabit
and WAN analysis.

Network Instruments Software Probe Pack contains three types of probes: Advanced,
RMON2, and HCRMON:

@ Advanced Single-Probe—Observer’s proprietary probe. This probe supports a
superset of RMONZ2 functionality. Advanced Probes offer the greatest flexibility,
performance and the most information for troubleshooting your LAN.

While Network Instruments’ Advanced Probes are more powerful and more
efficient than any RMON2 Probes can be, Advanced Probes will work only
with the Network Instruments’ Observer console. Although they transmit any
and all information that an RMONZ2 Probe can (as well as kinds of
information that the RMON1 and RMONZ2 specifications do not include) the
Advanced Probe sends the information in a slightly different format.

[ﬁ RM ONZ2 Probe—Network Instruments RMON2 Probe responds to RMON1 or
RMONZ2 requests with fully-compliant protocol structures. To use Network Instruments’
RMONZ2 Probe, you will need to either have athird-party RMON1 or RMON2 display
console that can query the probe, or purchase the Network Instruments RMON2
Management Console for Observer.

Note: To view RMON2 probes with Observer you must purchase the
Observer Suite. Without the RMON2 capabilities of the Observer Suite, you
will be able to view only Advanced Probes.

In most cases, if you're using Observer, you won't need the RMON2
Management Console or an RMON2 probe, unless you're using the RMON
capabilities of the Observer Suite to monitor an embedded RMON Probe. If
you are using the Observer Suite, we recommend using the Advanced
Probe, as opposed to the RMON2 Probe—unless you have a specific reason
to use RMON. When it's working with Observer or the Observer Suite, the
Advanced Probe can do everything an RMON2 Probe can do, and more.

The usual reasons to use RMON are either that your company has
standardized on RMON, or that you need to monitor the probe with a
program other than Observer. For most users of Observer, the Advanced
Probe is a better choice.

You must choose the type of probe during installation. It is not possible to turn an
Advanced Probe into an RMON2 Probe. The reverseis also true; an RMON2 Probe can't
be turned into an Advanced Probe.

If you install one kind and later on find you need the other, just run the
installation program again and install the kind of probe you need. You may,
but don’t have to, uninstall the first kind of probe: an Advanced Probe will run
side-by-side with an RMONZ2 Probe with no conflict. On the other hand, both
probes will use system resources, which may over-tax the probe system. If
you don'’t need to run both kinds, it's best to only run the one you need.

Overview 3
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ﬁ HCRM ON Probe—HCRMON is a proposed extension to the RMONZ2 standard
that adds support for capturing frames and statistical data from High Capacity networks
such as gigabit Ethernet. When you purchase one of Network Instruments' hardware
probes or systems, the RMON Probe included is HCRM ON-compliant, meaning you have
abuilt-in open standards alternative to our Gigabit Ethernet-optimized Advanced Probe
that is also included.
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ﬁ Advanced Multi-Probe—You can purchase Multi-Probe versions of Network
Instruments Advanced Probes. The Multi-Probe feature allows you to run multiple
instances of the Probe on a single PC, which means that:

e You caninstall multiple network interface cards in a single Multi-Probe system,
allowing multiple “points of visibility” from that Probe.

e You can connect multiple sessions of Observer to the same PC Multi-Probe system.
Any Observer console session can see al of the networks available on the Multi-
Probe. The sessions (called Probe instances) are securely encrypted and password-
protected.

Although Multi-Probes behave similarly to Single-Probes, the Multi-Probe capability
means thereis a different interface for configuring a Multi-Probe.See “ Configuring Multi-
Probe Connections’ on page 20.

Hardware Probes

For high volume gigabit and WAN analysis, Network Instruments offers a number of
hardware solutions:

* Gigabit Rack Mount Probes and Probe Kits
*  WAN Rack Mount Probes and Probe Kits
e Enterprise-ready 1U turnkey 10/100/1000 Rack Mount Probe

All hardware Probe configurations include the Advanced Probe as well as RMON1 and
RMON2 compliant probes. In addition, Gigabit Probes and Probe Kits also include an
HCRMON-compliant probe for open-standards High Capacity applications. Gigabit

6 Introduction



Observer GOSS and WOSS systems include Observer Suite, the do-everything capture,
analysis, and monitoring solution for enterprise network professionals.

Hardware/Software Requirements and Installation

Operating Systems Supported

Windows 2000 and Windows XP.

For the latest information on Probe system hardware and software requirements, see:
www.networ kinstruments.com/products/system_req_9.html

The Network Instruments’ Advanced Single and Multi-Probes and Network Instruments’
RMONZ2 Probe may run on systems with less processing power and RAM than those
listed, but Network Instruments does not support configurations with less than the
minimum stated requirements.

In the short term the system may seem to operate with less than the minimum specified
hardware (e.g., a lower processor). Be aware that even if a subminimum installation
works momentarily, alater, heavier load on the system can cause it to fail. Network
Instruments sells hardware Probes that are guaranteed to keep up with heavy loads. See
www.networkinstruments.com for details.

Installation

Toinstall the Observer Probe, follow these steps:

1. Insert the Probe CD in your CD Drive (if you copied the installation files from
our web site, simply double click the downloaded icon to start the installation).

When the setup program runs, follow the instructions on your screen.

Select your installation language from the dropdown and click on the NEXT
button.

Select Language

Please select a language fiom the it of available menu
languages.

Language:  [Epglsh =

cpek [ mes | Concel |

Hardware/Software Requirements and Installation
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4. TheWelcome dialog will be displayed. License terms will be displayed; click on
the NEXT button to agree to the terms.

Wielcarne ta Dbserver - a network pratocl analvzer far Microsaft
Windaws, by Network Instruments, LLC @ 13342001

Observer s nelther sharaware nor freeware and is protected by the
Intemational Copyiioht Laws. Netwerk Instruments, LLC granis
tights to test, distribute, pass, or share this software without
limitations, piovided version passed in DEMA - NOT LICENSED
o,

when LICENSED, the software CAH NOT be distibuted for
comnercial of any cther se, and may be installed only on ONE PC
on ONE LOCAL NETWORK on ONE SITE and may nal be moved
to a dfferent network or PC without a separate license:

Mon-Licensed Observer automatically runs in Dema Simulation

To make Observer a fullfzatured netwark manitor it will need to be
licensed. For mere information an licenising see "Lisensing” section
in Observer Help.

<gack [ news | Corcel |

5. Setup will ask if you want to install Observer, Advanced Probe, or RMON2
Probe. Select the type of Probe you wish to install and click on the NexT button.

Choose to Install Dbserver or Probe

Toinstall Observer select the Observer button on the bottom of this
screen,

1f you are installing a Probe - check either the Advanced Observer
Probe or RMON Prabe aption

Metwork Instuments Advanced Probe offers a number of
additional features beyond those available in AMON.

The RMON Probe is a complete industy standard RMON1,2
Prohe. Please note that you wil need to have puichased the
FIMON Estension ta Observer ta use an RMON Probe with the
Observer console.

© Dbserver
& pdvanced Observer Probe
" AMOM Probe

[ Select the part of the product to install

< Back | Next > I Cancel

6. Setup will ask where to copy the Probefiles.

Unless you have a specific reason to install the probe elsewhere, we suggest
that you accept the default destination.

Chaose destination location

Setup wil instal the: fles in the following directery.
Toinstall to this direstory. click Nest

Tainstall to different directory, click Browse and select anather

Destination diestory
[c \bserver Files Browse.

<Back [ Hets | Cameel |




7. Youwill be asked to enter the Observer |P address, if known.

Setup will copy the Advanced Probe files to your PC.

Once the Advanced Probe files have been installed on your PC and the network
configuration has been modified, Windows 2000/XP will ask permission to
restart. Once you reboot or restart Windows 2000/XP, you will be able to run the
Advanced Probe by double-clicking on the Advanced Probeicon in the “Network

Instruments’ Advanced Probe” group.

You won't be able to run the probe until you restart your computer.

RMON Probe Installation for Windows 2000/XP

To install any Network Instruments Probe, follow these steps:

1. Insert the Probe CD in your CD Drive (if you copied the installation files from
our web site, simply double click the downloaded icon to start the installation).

When the setup program runs, follow the instructions on your screen.
Select your installation language.

leass select & language from the lst of available menu
fanguages.

anguage  [F nglish =

e [ mes ] Cancel |

4. Setup will ask if you want to install Observer, Advanced Probe or RMON2
Probe. Select RMON2 Probe.

Hardware/Software Requirements and Installation
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Choose to Install Observer or Probe

Ta install Dbserver select the Observer buttan on the hottam of this
screen.

If pou are installing & Probe - check sither the Advancad Dbserver
Probe or RMOM Probe option,

Netwark Instruments' &dvanced Probe offers a number of
additional features beyond thase avaiable in RMOM.

The RMON Probe is a complete industiy standard RMON1./2
Probe. Please nate that you wil need to have purchased the
RMOMN Extension to Dbserver to uze an RMON Probe with the:
Observer consale.

 Dbserver
" Advanced Dbserver Probe
' RMON Frobe

’— Select the pat of the produst to install

<Back [ Mew> | Concel |

5. Setup will ask where to copy the RMON2 Probefiles.

Unless you have a reason to install the probe elsewhere, we suggest that
you accept the default destination.

6. Setup will copy the RMON2 Probe filesto your PC.

7. Oncethe RMONZ2 Probe files have been installed on your PC and the network
configuration has been modified, Windows 2000/XP will ask permission to
restart. Once you reboot or restart Windows 2000/XP, you will be able to run the
RMONZ2 Probe by double-clicking on the RMON2 Probe icon in the “ Network
Instruments RMON2 Probe” group.

You won't be able to run the probe until you restart your computer.

Installing The Probe as a Service Under
Windows 2000 and Windows XP

Installing a probe as a service under Windows 2000/X P involves the following steps:

1. Install and configure the Advanced Probe or RMON2 Probe on your Windows
2000/X P workstation or server.

Make certain that the probe is functioning before going on to the next step.



2. With the Probe running, choose Probe Setup from the Options menu. The
following dialog is displayed:
Observer address: IU-U-D-D

i~ Remote Probe Redirection:

¥ Enable remote probe redirection

Fiedirect probe paseword: I

— Metwork Trending Faolder:
IE:\D beerver Files\Metwaork Trending

~ Probe ‘web Snapshat:
™ Enable Probe HTTP respander

Probe HT TP port [default=80): ISU

I™ Auto-efresh web page every 10 seconds

% ™ Fiun Probe as Windows %P 7 2000/ NT Service

r Allow to automatically REBOOT system ta complete the Probe
autoupgrade [will reboot only if Probe mns as a service]

Cancel |

3. Check or uncheck the Run Probe as Windows 2000/X P Service option as desired.

Once the probe has been installed as a service, depending on how you have the service
start-up configured (thisis done by selecting Administrative Tools > Component
Services > Services Local then the Probe service), the probe will start each time you start
the system.

Ethernet Errors By Station & NIC Driver Installation

To view and process Ethernet station errors, it is necessary that the network adapter card
has been modified to pass error packetsto the probe software (either the built-in probe that
is part of Observer or a separate Advanced Probe), and then to the Observer console.

Normally NDIS drivers only keep track of the number of error packets seen
on a LAN. The NDIS driver does not process or pass the error packet in any
way. Without some way of passing error packets up to the operating system
or application, there is no way for the operating system or application to
obtain information about the source and nature of the errors.

Network Instruments has worked with a number of card manufacturers to modify the
standard network card NDIS driver so that it will both maintain error counts and pass error
packets up to Observer for processing. Observer shipswith anumber of these ErrorTrak™
drivers. They arelocated in the Drivers directory on the distribution media and are
installed to the [usually C:] \Observer Files\Drivers directory during the installation
process.

The Network Instruments’ ErrorTrak™ drivers are modified standard drivers
and work just as the standard drivers do, with the one addition that error
packets are passed to Observer.

Ethernet Errors By Station & NIC Driver Installation 11
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Installing ErrorTrak™ Drivers under Windows 2000/XP

1

7.
8.

Select Start > Settings > Control Panel > System > Hardware > Device
Manager.

From the Device Manager tree, open Network adapters and double-click on the
entry for your adapter card.

Choose the Driver Tab and click the UPDATE DRIVER... button.

Thiswill start the Update Device Driver wizard. Select the SEARCH FOR A
SUITABLE DRIVER FOR MY DEVICE radio button and click NEXT.

From the next dialog, check the SPECIFY A LOCATION button. Click NEXT.

From the next dialog, browse to the C:\Observer Files

\Drivers\CARD_TY PE\Win2000 directory (where“CARD_TY PE” isthe chipset
that you are using—e.g., Intel1000Pro for NIC cards using the Intel 1000 Pro
chipset).

Select the NET2000.INF file and click NEXT.

Windows 2000/XP will update the driver.

Please check the Network Instruments’ Web site listed below for more information on
supported network adapter cards:

For 1SA and PCl Adapters
http://www.networkinstruments.com/html/osup1001.html

For PCMCIA Adapters
http://www.networkinstruments.com/html/osup1002.html

Licensing the Probe

Probes (whether RMON or Advanced) must be licensed before use. If your probe is not
licensed, the licensing dialog will be displayed the first time the program is run

Licensing RMOM Probe I

This Probe iz not licensed.
Fleaze enter the Probe licensing information:

Identification number: I
License number: I




Probes require two unique numbers for licensing: an identification number and alicense

number. Enter both numbersin this dialog to license the probe (you can find these
numbers on the licensing card that came in your Probe Pack).

PROBE
REGISTRATION

Plaase complete and return top pertion

To cur custmers:
Thank you for prehasing Netwerk Iretruments
reciicts

Thefdloving we |derfification ared License Humbers
for your Observet Advarsed sl RMON Probe(z).

11 Ortler to hetp Us support this prodct, piesse

compiets the irfcrmticn onthis card andretum he
e peeton ta Retwork Inatrumets Kespthe bettom

pertion fryour records:

o R

e

Company

sz

Ty

‘ S | TipiFusal Code

oy

'\

Telephene

Emal

Place of P

s

A

Furchass

A

return top portion

e

DO NOT DISCARD!

R oh

Observer® Advanced Probe and RMON Probe License

To licerse the Prebe.

Erfer the sttached iderlification and License nurmbers inta the Prebe Licerse Dialog window. {This windau will appssf

when starting the Proke forthe firsttime)

Minneapolie, MN 55426 USA
05292298090

fax: 0529329545
infonatworkinat raments.com

N

4www NETWORK TS.com

If you downloaded the software from Network Instruments’ Internet site and then

DO NOT DISCARD!

Identification
and license
numbers will be
shown in this
box.

purchased alicense by phone, Network Instrumentswill provide with the license codes via

fax.

Be sure to write both of these numbers down and keep them in a safe place;

if you have to reinstall the software, you may need them again.

Dongles

Your Probe Pack may have included a small plug device (either parallel or USB), called a

dongle.

Parallel dongle

>

Ethernet Errors By Station & NIC Driver Installation

USB dongle

13



If your Probe Pack doesn’'t contain a dongle, it may not be needed in your environment.
Install the probe; if you do need a dongle, the probe program will tell you the first time
you try to run it.

If so, the dongle must be plugged into the parallel (or USB) port of your computer for the
probe to function. Plug your parallel printer cable, if any, into the other end of the dongle.

If you have Network Instruments’ Observer or Observer Suite, it may have
come with a blue-colored dongle. You can plug one dongle into the other—in
either order—and your parallel printer cable into the end of the second
dongle.

If you run a probe without the dongle installed and if the dongleis required in your
environment, the program will inform you that it's needed. If you do not have but need a
dongle, please contact your Network Instruments’ sales representative.

Using the Advanced Single-Probe

The default options for the Advanced Probe work in most cases, and once configured, are
“set it and forget it.”

Once you have verified that the probe’s PC is communicating with the Observer console
(or another management program, if you' re not using Observer or Observer Suite), you
can start aprobe by double-clicking on the Probe icon from the Probe or Observer group.

For information on installing the probe software, see the Installation instructions at the
beginning of this section.

Advanced Single-Probe Window

(&) Network Instruments Advanced Probe E||E|E|
File Options  Help

1 - Single Probe Instance
0 0 0.0 |Observer IP not configured

Statuz not connected

‘ Mebwork Trending  off
Pis | Brs |

kil | Statistics 0 j

CPL: 5%

The Probe Activity window displays summary statistics of data taken from the network
(or networks, in the case of Multi-Probe deployments).

The main probe window has the following menu choices:

14 Introduction



File

¢ License Probe—displays the dialog where you would enter or re-enter your probe
activation numbers: the identification number and the license number.

e Exit—exitsthe probe program.
Options
Probe Options

Displays the Probe Options dial og:

Probe Options @
Frobe name:
[Remate Frobe 3F33037F
Netwark trending folder.
[CADBserver Fies 3 BetaNetwarkTrending
Frobe Weh Srapshat:
[~ Enabls Prabs HTTP 1espandsr @

r

Probe HTTP port (default=80]}

Allow ta REBOOT the system automatically ta camplete the Probe
autoupgrad [wil reboot orly if Prabe runs as a service)

I Run Probe as ‘windows XP / 2000 Service %

I~ Use Observer encryption key file for secure connections

Cancel

e “Probename’ textbox—allows you to specify aname for the Probe which will appear
in the Observer console Probe list.

Network Trending Folder:

«  “Network trending folder” textbox—allows you to specify where the Network
Trending data will be saved. Defaults to C:\Observer Files\NetworkTrending.

Unless you have a specific reason to use another directory, we suggest
using the default.

Probe Web Snapshoat:

e “Enable Probe HTTP responder” checkbox—allows you to enable the Web probe
snapshot.

The probe offers a“snapshot” of general data by connecting to the probe using a
standard Web browser. Information includes the state of the probe, the number of
modes running, and the general network statistics that the probe displays within its
own interface.

The probe will send more extensive and specific statistics to the console
management program when asked to.

e “Auto-refresh Web page every 10 seconds’ checkbox—allows you to configure the
probe to refresh the browser display every 10 seconds.

Using the Advanced Single-Probe 15
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Probe HTTP port (default = 80) textbox—allows you to specify the port to use for
reporting of Web information (by default, the probe uses port 80). This port can be
changed in the Probe’s Options > Probe Settings dialog. To use the specified port,
point your browser to the system running the probe, with the alternate port number
specified at the end of the address. For example, if your probeis configured to report
on port 79, and the addressis 200.100.1.1, the http address would be:
http://200.100.1.1:79

Miscellaneous:

“Allow to automatically REBOOT system to complete the probe autoupgrade (will
reboot only if probe runs asa service)” checkbox—allows you to elect to have the
system reboot automatically after the probeisinstalled.

“Run Probe as Windows X P/2000 Service” checkbox— Thisensuresthat the Probeis
started every time the system reboots, which can be especially important for aremote
Probe. The change will take effect on the next system restart.

Probe Redirection Settings

Displays the Probe Redirection Settings dialog, which lets you enable Probe redirection
for auser or group of users who have the ID and password:

Probe Redirection Settings EJ

[™ Allow Probe redirection

User or group name; ‘

Passward: [

Note: You are using an Advanced Probe license. |f you have multiple
users conhecting to the Probe. or you want ta monitor more than one
network segment, pou may want to use ddvanced MultiProbes.
MuliProbe license also supports multiple levels of acces permissions and
Iarge physical memory sllacation

Cancel




Probe Capabilities

Displaysthe local probe NIC card and probe capture buffer information. Thisisthe same
dialog that is available from Observer’s Options > Probe Options > Probe Parameters
tab.

Ethernet

Neatwark type:

MIC hardware address: 00:0C:Cac 1 2F4:78

NIC card name:

Network speect \ 100,000,000
\ el DC21143 PCI Fast Ethermet Adapter

NIC card driver name: {36bfafb3-5741-4c7F-9189-coIHITTIel}

Frobe (Local Observer VD: |
Number of NIC cards I 1

RéM avaiable [MB) 2855 Masirum capture bufter (MB]: 850

" Network. errars the NIC NDIS driver claims to provide:

(Align errors B
Collsions
CRC enars

Packets ton big =

Redirecting a Single-Probe from the Observer console

Advanced Single-Probes can be redirected from one Observer console to ancther. Thisis
done from the Observer console by selecting Actions > Redirect Probe. Note that probe
redirection can be password protected or disabled. Please see the previous section entitled
“Probe Settings’ for redirection options.

Using the Advanced Multi-Probe

Once you have verified that the probe’s PC is communicating with the Observer console
(or another management program, if you're not using Observer or Observer Suite), you
can start a probe by double-clicking on the Probe icon from the Probe or Observer group.

For information on installing the probe software, see the Installation instructions at the
beginning of this section.

The Advanced Multi-Probe main window has a number of tabs that allow you to control
Probe network connections and memory usage, administer Probe security, and monitor
Probe activity.

Using the Advanced Multi-Probe 17
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Advanced Multi-Probe Window

i®) Network Instruments Advanced Probe

File ©Options Help
1 - Demo Network 1 2 - Demo Network 2
36 | 11k | 0.9 |Obzerver P not configured 36 | 11k | 059 |Observer P not configured
Metwark Trending  off Metwaork Trending  off
= E Status not connected = E Statuz not connected
Plz | Bds | Uyl | Statistics 0 j P/z | Bfs | Uil | Statistics 1] j
3 - Remote Demo Network 1 4 - Remote Demo Network 2
36 | 11k | 0.9 |Obzercer [P not configured 36 | 1k | 09 |Observer P not configured
Metwork Trending  off Netwark Trending  off
— E Status not connected —] E Statuz not connected
P/s | Bds | Uyl | Statistics 1] j P/s | Bfs | Uyl | Statistics 1] j
. Probe Aclivity Memory M anagement Adapters and Redirection Sectrity Reserved Memary
CPL: 6%

The Advanced Multi-Probe has five tabs:

The Probe Activity tab, which shows summary statistics of data taken from the
network (or networks, in the case of Multi-Probe deployments).

The Adapter s and Redirection tab, which allows you to create Multi-Probe
instances and associate each with an adapter installed on the local PC. If you do not
have a Multi-Probe license, this tab will be disabled.

The Security tab, which allows you to create user accounts and set passwords for
access to the Probe. Thiswill prevent unauthorized Observer consoles from having
access to corporate data if such security isaconcern in your organization.

The Memory M anagement tab, which lets you configure how much memory each
probe or probe instance should use for various functions.

The Reserved Memory tab, which lets you set how much memory to set aside for
exclusive use by the Probe

The main probe window has the following menu choices:

File

License Probe—displays the dialog where you would enter or re-enter your probe
activation numbers: the identification number and the license number.

Exit—exits the probe program.



Options

There is only one option on the menu, which displays the Probe Options dialog:

Probe Options @
Prabe name:
[Rremnete Prabe aF 23037
Netwark trending folder
[E\Observer Fies 3 BetaNetworkTrending .
Prabe Web Snapshat:
I~ Enable Probs HTTP respander @

r
Probe HTTP port [default=50]

Allow ta REBOCT the system automatically to camplete the Prabe
autoupgrad [wil reboat oy f Prabe runs as a service)

™ Run Probe as windows %P / 2000 Service %

I~ Use Observer enciyption key file for secure connections

Cancel

“Probe name” textbox—allows you to specify aname for the Probe which will appear
in the Observer console Probe list.

Network Trending Folder:

“Network trending folder” textbox—allows you to specify where the Network
Trending data will be saved. Defaults to C:\Observer Files\NetworkTrending.

Unless you have a specific reason to use another directory, we suggest
using the default.

Probe Web Snapshot:

“ Enable Probe HTTP responder” checkbox—allows you to enable the Web probe
snapshot.

The probe offers a“snapshot” of general data by connecting to the probe using a
standard Web browser. Information includes the state of the probe, the number of
modes running, and the general network statistics that the probe displays within its
own interface.

The probe will send more extensive and specific statistics to the console
management program when asked to.

“ Auto-refresh Web page every 10 seconds’ checkbox—allows you to configure the
probe to refresh the browser display every 10 seconds.

Probe HTTP port (default = 80) textbox—allows you to specify the port to use for
reporting of Web information (by default, the probe uses port 80). This port can be
changed in the Probe’s Options > Probe Settings dialog. To use the specified port,
point your browser to the system running the probe, with the alternate port number
specified at the end of the address. For example, if your probeis configured to report

Using the Advanced Multi-Probe 19
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on port 79, and the addressis 200.100.1.1, the http address would be:
http://200.100.1.1:79

Miscellaneous:

«  “Allow to automatically REBOOT system to complete the probe autoupgrade (will
reboot only if probe runs asa service)” checkbox—allows you to elect to have the
system reboot automatically after the probeisinstalled.

*  “Run Probe as Windows XP/2000 Service” checkbox— This ensuresthat the Probeis
started every time the system reboots, which can be especially important for a remote
Probe. The change will take effect on the next system restart.

e “Use Observer encryption key file for secure connections’ checkbox—Negotiates
triple-DES encryption with Consoles that have the same encryption key file installed
locally. Refer the Observer Reference Guide and the readme file for ObsEncK ey.Exe
include with the Probe for details. Triple-DES is an extension of the original 56-bit
key Data Encryption Standard approved by the National Security Agency. By making
3 DES encryption passes, it increases the effective key length to 168 bits. Only use
this option if you need strong encryption, because it imposes a significant
performance cost. Even with this option turned off, the Probe will not send raw,
easily-readable data; it will be concealed by the proprietary compression algorithm.

Configuring Multi-Probe Connections

If you have a Multi-Probe license, you can:

» configure the Prabe to view multiple networks if multiple NICs are installed on the
local PC

» configure the Prabe to provide multiple Observer consoles with views of the local
network interfaces

About Probe Instances

The Probe accomplishes these capabilities by allowing multiple instances of itself. A
Probe instanceis a“virtual” Probe with attributes that define:

« which network interface on the local PC to capture data from

» which Observer console (local or remote) to direct the datato
Creating a Probe Instance

To set up a Probe Instance, follow these steps:



1. Click the Adaptersand Redirection tab to display the current list of instances:

% Network Instruments Advanced Probe o =] 3

File Options Help

J iSlhew  [BEdt X Delete

| 1..]_Probe Instance Name Metwork Adapter Redirected to Status Desciiption
work o Local Observer [ ]

rectah PCI Fast Ethem. Mot connect.

4] | |
T[5[\ FrobeActvity { Memop Management W L L ourr = ity £ Reserved Momory
lcPLr 3% [z

2. Click New... to begin the Instance wizard, which steps you through naming and
setup of the new instance:

Edit Probe Instance x|

Edit Probe Instance
Seect instance D, edt name and descipion. PROBE

Probe instance |0 [

Probe instance pame: |Manulastuung 107100 Ethemet LAN rediected to Sysédm

Descripior: Frovides the Corporale Systen Aduiristiator wih aviewof =]
M anufacturing's LAN traffic

E

ik [ e tacd | Hep |

3. Select aninstance ID, then name and describe the instance you are creating.
Click Next... when you are finished.
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The Memory Configuration dialog is displayed:

Edit Probe Instance |
Configure Frobe Instance Memory
Select memory alocation and conliguation or OhserverStaistcs: PROBE
Edtthe sizeof Packet Caphure Bfer

Probe instance nane: Manufactuing 10/100 Ethemet LAN rediectedto Syst
View detals.

Stalstcs memary glacation

Packet Capture buffer (MB) 2 hB

Free Observer Reservedemoy. 072 HE

¥ Lise advanced statistics memary corfiguration

Stalistics memory configuration: 9 Accourting LAN v
B e 8 Hen

<Back | New> e | hep |

Select an appropriate Capture Buffer size given the local system’s available
memory and how much traffic you plan on capturing from the given network.

Statistical reporting uses different memory and much less of it. Although it is
possible to customize the amounts of memory used by Observer’s various
statistical displays (by checking the Used Advanced Satistics Memory
Configuration option), for most situations the defaults will work perfectly well.).

Click Next to continue, and the adapter/redirection configuration dialog is
displayed
X

Select Network Adapter and Redirection
Select anilwork adapte fiom the it Ao, you may rediect PROBE
colected pobe istarcs taiics (0. emols Observer,

Probe instance name: Manutacturing 10/100 Ethermet LAN rediected to Sysh.

" Connectto Local Observer

" Discomnect

= Pediecttoaspeciied|P addess ol DNS 1o 242.65.0
' e NS  be conveted 0P i)

<Back i torcdl | e |

Choose an adapter to associate with thisinstance, and a destination for the Probe
to direct its analysis data. “Local Observer” means the Observer console through
which the Probe is being configured; when configuring a stand-alone Probe this
option will be grayed out. Click Finish when you are done.



The Probe Adapters and Redirection tab will now list the new Probe instance:

[%% Network Instruments Advanced Probe

Flle Options Help

_ioi
| @ew  Bfest  Xoeete
I..| Probe Instance Name | Network Adapter | Rediectedto | Status | Deseription
1 Demo Network 1 Local Obser... ol connedt
2 Do Netwark 2 Local Dbser... Mot cannect...
3 Fremote Demo Network 1 Locsl Obser...  Not connect.
4 Femote Demo Hetwork 2 Local Obser... Mol connect.
"7\ Frobsciviy_{_Memory Mansgement WAt LT n (0 Gecuity 4 Feserved Memory
(=TEDS [z

Configuring User Accounts for Secure Access

If you wish to restrict access to packet captures and reporting provided by a Probe
instance, you can define security attributes of the Probe by clicking the Security tab:

Network Instruments Advanced Probe

File Options  Help

BE®

{.:Probe instances r{) User accounts

User account permizsions
for the probe instance:

[Metwark 1 (1D=0)

Access User

[~
Encrupt 2 . Select Capture
Arcounts Data Canfigure Redirect
-.Iirn B artleby

Adapter Packets

£
% Probe Activity temary Management

>
Adapters and Redirection m Reserved Memory
CPU: 16%

The example above shows the Security tab as it appears when the Probe Instances button
inthe upper left corner of the display is selected. Thisview letsyou select a Probeinstance
from the dropdown list box and display users that have access to that instance and their
permissions.
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To display security information by user account, press the User Account button to the | eft
of the Probe Instances button. This lets you see what permissions the currently selected
user has access to on each instance of the Probe:.

I::-E.:' Metwork Instruments Advanced Probe
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File ©Options Help
{.:Probe instances {'_;, User accounts é Mew user @Edit uset 2% Delete user
ED Probe instance permissions -
for the uger account: |J|m Bartleby ﬂ
Probe | Encrypt o B Select Capture Metwark Internat
Access D Instances | Data Configure | Redirect Adapter Packets Trending Patrol
Metyark 1
Y Probe Activity Memory Management Adapters and R edirection m Reserved Memomy
CPL: 19%

When displaying a user account’s permissions as above, you can use the checkboxes to
fine-tune the permissions that user has on each account by clicking on the Permissions

checkboxes to select or deselect the particular option. The different types of permission
are described below:

Permission

Explanation

Encrypt data

Data sent to the console will be triple-DES encrypted during trans-
mission. Triple-DES is an extension of the original 56-bit key Data
Encryption Standard approved by the National Security Agency. By
making 3 DES encryption passes, it increases the effective key
length to 168 bits.

Only use this option if you need strong encryption, because it
imposes a significant performance cost. Even with this option turned
off, the Probe will not send raw, easily-readable data; it will be con-
cealed by the proprietary compression algorithm.

Configure

User is allowed to change the Probe’s configuration options (such as
memory usage, etc.).

Redirect

User is allowed to change the destination console for Probe analysis
data.

Select Adapter

User is allowed to change the adapter setting for the Probe.

Capture Packets

User is allowed to view captured packets from the Probe’s network.




Permission

Explanation

Network Trending

User is allowed to view Network Trending data from the Probe’s net-
work.

Internet Patrol

User is allowed to run Internet Patrol on the Probe’s network.

Creating or Editing a User Account

To create a new account click New User Account; to edit an existing account, select the
account and click Edit User Account. These options are also available on the right-click

menu.

The setup options are the same whether you are creating a new account or editing an

existing account:

el
Mame: [ [ ]
Pasoward: | Carcel |
Confitn password | Help

Allows 1o access probe instances

[#Demo Network. 1
¥ Dema Network 2
[ Fremate Dema Metwork 1
[ Fremate Dema Metwork 2

Create “Arpons” account | Resel permissions o defaulls | et default permissions.._ |

Fill out the name and password fields and select the instances you want this account to

have access to.

By default, when you give an account access to an instance, that account will have
permission to do everything it is possible to do with a Probe instance: receive all statistics
and capture packets, redirect it, configure its memory, etc. If you want to change the
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default permissions for the user you are creating or editing, click Change Default
Permissions..., which displays the Set Default Permissions dialog:

Edit Default Access Permissions x|

Permit, by defaull, the following user actions:
[V Canfigure statistics memany
¥ Redirect probe instance ta another computer
¥ Select adapter
¥ Captus packets
¥ Run Netwark Trending
¥ Run Intemet Patrol

Use the falowing securiy features

¥ Enciupt data ssnt to Observer [recommendsd)

0Kk | Concel | Hep |

Check the desired options and click OK . When you grant this account access to another
Probe instance, the permissions will be automatically set to match what you have selected
here. You also will be able to reset this user’s permission to these values on any Probe
instance by right-clicking the account or instance and choosing the Reset User Account
Per missions option from the popup menu.

Customizing Statistics and Capture Buffers For Probe Instances

There are two kinds of buffersthat a Probe uses to store datain real-time: Capture buffers
and statistical buffers. The capture buffer is used to store the raw data captured from the
network; the statistical buffers store data entries which are series of snapshots of agiven
statistical datapoint.

Selecting an appropriate capture buffer size given system resourcesis all most users need
to worry about; the default settings for the statistical bufferswork perfectly finein the vast
majority of circumstances.

However, if you are pushing the limits of the PC system on which the Probeisinstalled by
creating many instances, you may be able to avoid some performance problems by fine-
tuning the memory allocation for each instance.

For example, suppose you want to give a number of remote administrators accessto Top
Talkers datafrom a given Probe. You will be able to add more instances within a given
system’s memory constraints if you set up the statistics buffersto only allocate memory
for tracking Top Talkers and to not allocate memory for statistics that no one will be
looking at.



To view and manage memory allocation for Probe instances, click the Memory
Management tab to display the list of instances and their buffer sizes:

[ Network Instruments Advanced Probe P ] 55

Fle Options Help
” Binew  [Flede W pelets
ﬂ Probe Instance Name Packet Capture Bulfer | Statistics Buffer | Statistics Configuration | Description

4 MB | Test

BHB  Defaultna preferen..
3 Remote Demo Network 1 4 ME BMB  Default [no preferen.
4 Femate Dema Netwark 2 4ME BME | Default na preferen..

i n Probe Activity  REEENVWTNCELEREEIEY  Adapters and Redirection Security Reserved Memary

|epu: 10% | |

Right click any instance and select Edit Probe I nstance... to access the memory
allocation dialog:

Edit Probe Instance x|
Configure Probe Instance Memory
Select memary allocation and configuation for Obssrver Statistics PROBE
Edit the size of Packet Capture Buffer.
Probe instance name [Manufacturing 107100 Etheret LAN rediected ta Syt

Statistics memory allocation:

Wiew details.

Backet Caplure buffer [ME):

Free Dbserver Reserved Memory; 4072 MB

IV Use advanced statistics memory configuration

Stalistics memary configuration [ accounting Lin =l

B Ede |8 hew |

<Back [ New> | Concel | Help |

Thisdialog lets you select the Capture buffer size, as well as letting you pick from a
number of statistics memory “presets’ (Regular, Large, and ExtraLarge). If you want
finer control over the statistics memory allocation, check the Use Advance Statistics
Memory Configuration option, which lets you select from anumber of statistics memory
presets that you can define and edit yourself. Clicking New... or Edit... displays the setup
dialog:

=

Mew Statistics Memory Configuration MEMORY
Enter a name and select a base memary configration. @CONHGU’QA‘”ON

Statistics memory allocation: ‘Hegulal [4.0ME]

Memory configuration name ITop Talkers

Memony configuration bassd on [ Top Takere anly =l

< Back I Nest > I Cancel I Help |
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Enter a descriptive name for the custom memory configuration and select a previous
configuration as a model for the new configuration if desired. Click Next> to display the
second setup dialog:

x
Edit Statistics Memary Configuration MEMORY
Mudify configuration for specific network types, CONFIGURATION

Statistics memory configuration: ‘TDD Takers

Statistics memory allocation: ‘Hegu\av [4.0MB]

Configurations for Metwork, Tppes

i Ethernet...

Fine-une statistics settings for desired networks by
& Wlireless... clicking on the conespanding network button
=4 WAN. Leave the default settings for networks you are not

interested in..

&L TokenRing
£t FDDI
Rename configuiation. . | Delets canfiguration... |

<Bak [ Fnsh | Concel | Hep |

By clicking on one of the Network Types buttons, you can view and change the number of
entries allocated for each dtatistical type:

=

Statistics memery configuration: [Ton Takers

Netwark type: FEthermet

Dbserver Statistics | Alocated Enties | Mermory |
Top Takers 100 46KE
Network Enors 100 46KE
Pai Stalistcs Malri 100 97KE
Size Distibution Statistics 100 50KE
Etheme! Collsion Expert 100 50KE
1P Packet Statistics 100 66KE
Wb Server Statisics 100 526KE
1P Trending Parol 100 81KE
1P Trending Pais 100 81KE
Alias List 100 51.1KE
IF Paol 100 81KE
1P Paire 100 81KE
1P Frolocol 100 238K8
Network Trending 100 261KB
Trend Displap 100 23K8
1P Trending Protocels by Station 100 50KE
1P Trending Pratocals by Station Buffer 1000 394KE
1P Protocsl Bufer 1000 9.4K8
Global Stations 100 257KE
Global Stations Protocol Buffer 1000 394KE
Server Discavery 100 50KE
Used Statistics Memory 4428 KB
Allocated Statistics Memory (Regular) 4.0MB

ok | cwes | Help

An entry isarecord of the given statistic; for example, a Top Talker entry consists of a
station, for errors, an entry would consist of error listing. When you constrain areport to n
number of entries, the Probe will only report the last n entries to the Observer console;
entries after the nth entry are never reported or displayed on the Observer console.
Observer informs you when the Prabe is exceeding its memory buffer for a particular
statistic by displaying an message.

Setting the Total System Memory reserved for Probes

Because Observer operatesin real-time, its buffers must awaysremain in RAM; if the
buffersresided in standard Windows user memory, nothing would prevent the buffer file
from being swapped out to disk and subsequent packet loss. For this reason, the Probe
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reserves its memory from Windows upon startup so that no other applications can use it
and cause the buffer to be swapped out to disk.

Although the default amount of total reserved memory should work perfectly in most
situations, you can change it. Click the Observer Reserved Memory tab to display how
much memory is reserved for Probe operation and how much memory isleft for Windows:

7% Network Instruments Advanced Probe =0 x|

Fie Options Help

Total physical system memary: IW

Observer Reserved Mematy N
Memary left for Windows 05 (ECER

It you modify Dbserver Reserved Memory, the computer wil have to be

restarted for the change to take effect, Observer/Prabe will shut down
and will not restart until after the restart of the computer.

The minimum required memory left for Windows 05 iz 256 ME, the
ecommended valug is at least 400 MB

[ 7]\ Probs Activity £ Memory Managemen: {__Adapters and Fledrestion

cPU: 10% [ Tz

The setup screen will not allow you to reserve memory in excess of what Windows needs
to run, but it will allow you to leave less than the optimum amount necessary for Windows
to perform at its best. Proceed with caution; any performance benefits you might gain by
increasing Observer’'s allotment can be lost if you do not |eave enough memory for
Windows to perform well.

Advanced Probe Port Usage With Observer

Advanced Probes and Observer use TCP port 25901 and 25903 to transfer data and
commands between the probe and the Observer console. Knowledge of these port
numbers may be required for users with afirewall between the probe and the Observer
console.

Using the RMON Probe
RMON Probe Configuration

Immediately after an RMON Probeis licensed, the following screen is displayed:
l

The RMON Probe is being setuip for the first time.
The RMON Probe setup wizard wil riow step you through the settings dilog.

Click OK to start the new RMON Probe wizard, which will walk you through eleven
screens of configuring information for Network Instruments RMON Probe.
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Each of these screens can be accessed at any time the RMON Probe is running from
Options > Probe Options.

The Network Instruments’ Probe Pack can install either an Advanced Probe or an
RMONZ2 Probe. When an RMONZ2 Probe isinstalled, a number of configuration
parameters need to be set initially to begin using the probe.

The Network Instruments RMON2 Probe supports all RMONZ2 groups (RFC2021 and
RFC2074) and all RMONL1 groups (RFC1757 and RFC1513). Complete listings of the
group objects supported are listed at the end of this section.

Asnoted earlier in this section, if you are using Observer as your management consoleit is
recommended that you use an Advanced Probe (the Advanced Probe offers a superset of
the RMONZ2 functionality for troubleshooting and management). But if your company has
standardized on RMON or you are using a third-party management console, Network
Instruments RMON2 Probe offers a complete implementation of RMON1 and RMONZ2.

If you' re planning on using the Observer console as your management station and want to
use an RMONZ2 Prabe, you must upgrade the Observer console with the RMON2
Management Console to view RMON2 Probes (Network Instruments’ or anyone else’s)
within Observer. Without the RMON2 Management Consoles, Observer doesn’t speak
RMON.

Generally speaking, however, if you're using the Observer console, you'll be better off
using the Advanced Probe, not the RMON2 Probe. On the other hand, for example, if
another system administrator on a UNIX workstation is using an RMON-compliant
monitoring program, the Network Instruments’ RMON2 Probe and Network Instruments’
RMON2 Management Console to Observer would permit both of you to use the same
probe.

RMON2 Probe Window

The RMON2 Probe interface offers the RMON Probe PC user a number of current
statistics and other connection information aswell as alist of available interfaces that can
be managed.

The RMON statistics displayed on the RMON Probe PC are a subset of
those reported to the RMON management console; the Network Instruments’
RMON Probe reports all RMON1 and RMONZ2 statistics to the management
console.

Statistics include:

e Last Manager IP—displays the | P address of the last management station to control
the probe.

* Interfaces—displays the number of interfaces being monitored.

*  Pls—displaysthe current packets per second.



B/s—displays the current bits per second.
Util—displays the current bandwidth utilization (as a percentage).

CPU—displays the current local probe CPU PC utilization (as a percentage). Thisis
the percentage of the CPU'’s capacity that is being utilized for all purposes, not just
the RMON2 Probe. Under most circumstances, a Network Instruments’ Advanced
Probe or RMON2 Probe will use only asmall percentage of the CPU’s capacity.

Note: the above listed statistics are for the interface listed on the right side of
the display. You may change the current interface by using the dropdown
arrow on the right of the adapter listed.

The main RMONZ2 Probe window has the following menu choices:

License Probe—displays the License dialog where you would enter or re-enter your
probe license and identification numbersin order to activate the probe.

Exit—exits the probe program.

View

View log—Ioads the RMONZ2 Probe log into Microsoft Notepad for viewing.

Options

The Options menu contains two items. Probe Settings and Probe Statistics.

The Probe Settings item brings up a dialog containing the following tabs:

SNMP Tab

RMON Probe Setup Ed

AMONT |  PRMONZ |  Potocols | Prefiter | LogFie |
SMMP | Intefaces | Seowiy | Tieps | MIBZ | AMON

General SNMP Settings:

Trap IP Addiess:

SNMP Port 161

(Default = 161)

The Trap IP Address must be selected an a RMON Prabe installation having
more that ane Network Interface Card. This IP Address is used in the SNHP
Trap Header.

Normally the IP address of this RMOM Probe PL is entered here,

ok [ Cenee || o Help

General SNMP Settings:

Using the RMON Probe 31



32

Introduction

e “Trap|P Address’ dropdown—enter the trap |P address to be used in the SNMP
header. Thisisthe address that identifies the machine running the RMON Probe and
is, by default, the | P address of the RMON Probe PC.

e “SNMP Port” textbox—enter the port to be used for SNMP conversations.

Interfaces Tab

RMON Probe Setup ]
AMONT | AMONZ | Pioweols | Prefiter | LogFie |
SHMP Interfaces | Secuity | Tiaps | MIBZ | RMON

[FBecton Cheetah PLI Fast Ethemel fdapter (207 108.87.40]

Check allinterfaces to be monitored by the RMON Piobe:

ok [ cancel | s | Hep |

» TheInterfaces tab contains the available NI Cs which may be monitored by the
RMON Probe and allows you to select the interface (or interfaces) to be monitored by
the RMON Probe.

Security Tab

RMON Prabe Setup
RMONI |  RMOMZ | Potwcols | Prefiter | LogFile |
SNMP | Interfaces Secuity | Tips | M2 | AMON

The Read and Wite Community stings wil be used when Management Station
security i not enabled.

Read Community

wite Communiy: — [public

™ Enable Management Station security

P [ Subnet [ Fiead Community [ wrike Community
Dnly Management Stations in this it will be allowed access tathe Probe when
enable

| e e

ok |[Ccancel | s || Hep




The Security tab contains the following items:

¢ “Read Community” textbox—allows you to enter the string for the “ Read
Community” name.

This is a read-only password for the RMON Probe. Use of this password will
enable an RMON-compliant program to query the RMON Probe, but not
make any changes in its configuration.

e “Write Community” textbox—allows you to enter the string for the “Write
Community” name.

This is a read-write password for the RMON Probe. Use of this password will
enable an RMON-compliant program to query the RMON Probe, and to
make changes in its configuration through standard RMON commands.

e “Enable Management Station Security” checkbox—allows you to enable
management station security, permitting you to choose which | P addresses and/or
ranges of |P addresses will have accessto the RMON Probe, aswell as optionally
setting individual read and write community names.

Traps Tab
RMON Probe Setup
FMONT |  RMONZ | Fuotooos | Prefiter | LogFie |
SMMP | Interfsces | Securiy Teps | MiB2 | RMON
IF [ Trap Community | TiapFort | Crestor ]

Add Trap Destinations that will receive traps from this Praobe.

sdd.. | Edt. | | Deete |

Ok | Cancel I Aaply | Help I

e Click the ADD button to add the I P address of those stations to which the RMON
Probe will send SNMP trap messages. If any stations are listed in the dialog, they can
be modified by using the EDIT button or deleted with the DELETE button.

The SNMP Probe can send trap messages to 10 IP addresses.
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MIB-2 Tab

RMON Probe Setup x|
AMON1 |  AMONZ | Pratocols | Prefiter | LoaFile |
SNMP | Intefaces | Secuiw | Traps MIE-2 | AMON

MIB-2 System Seltings

Contact: (FERE

Location: [Location

ok [ Canest || e Help

The MIB-2 tab contains the following items:
e “Contact” textbox—allows you to enter the designated contact for the RMON Probe.

This is usually the name of the network administrator who uses the RMON
Probe, but it can contain any alphanumeric string, such as the phone or
pager number of the designated contact.

»  Location textbox—allows you to enter the location of the RMON Probe PC.
This is usually the name of the physical location of the RMON Probe PC,
(e.g., “J. Phillips’ Main Computer, Room 221"), but it can contain any

alphanumeric string.

Thisinformation will be displayed for the MIB-2 OIDs for contact and location.

Introduction



RMON Tab

RMONT |  RMONZ | Potocds | Prefiter | LogFie |
SNMP | Intefaces | Secuity | Traps | MiB2 AMON
- General IMON Setting:

Control Record Expiration: B = eoHinues

Max ProtocolD Contiol Records: [2000 =] (05000 Records]

Max Event Contal Recards:  [500 =] [0:2000 Rrecards]

Max flam Contal Revords: — [250 =] (01000 Resords)

Mas Fiter Control Fiecords: [0 = 01000 Recods)

Ma Conrol Fecords (8 Otherl: [50 = (0500 Records)

ok |[Ccencel | e Hep

The RMON tab contains the following items:

e “Control Record Expiration” spinbox—allows you to set the number of minutes, from
1-60, before a control record expires and is removed.

e “Max ProtocolDir Control Records” spinbox—allows you to set the maximum
number of Protocol Dir Control records, from 0-5000, that are to be maintained at a
given time. When the number of records exceeds this number, the oldest records are
purged in order to make room for newer information. If this number is set at 0, no
records will be saved by the RMON Probe.

e “Max Event Control Records” spinbox—allows you to set the maximum number of
Event Control records, from 0-2000, that are to be maintained at a given time. When
the number of records exceeds this number, the oldest records are purged in order to
make room for newer information. If this number is set at 0, no records will be saved
by the RMON Probe.

¢« “Max Alarm Control Records’ spinbox—allows you to set the maximum number of
Alarm Control records, from 0-1000, that are to be maintained at a given time. When
the number of records exceeds this number, the ol dest records are purged in order to
make room for newer information. If this number is set at 0, no records will be saved
by the RMON Probe.

e “Max Filter Control Records’ spinbox—allows you to set the maximum number of
Filter Control records, from 0-2000, that are to be maintained at a given time. When
the number of records exceeds this number, the ol dest records are purged in order to
make room for newer information. If this number is set at 0, no records will be saved
by the RMON Probe.
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“Max Control Records (All Other)” spinbox—allows you to set the maximum
number of Control records that are not Protocol Dir, Event, Alarm, or Filter Control
records, from 0-500, that are to be maintained at a given time. When the number of
records exceeds this number, the oldest records are purged in order to make room for
newer information. If this number is set at O, no records will be saved by the RMON
Probe.

RMON Probe Setup
SMMP | Intefaces | Secwity | Traps | mMiB2 | RMON |
AMONT | AMON2 |  Protocols | Prefiter | LogFie
| Montored on Startup:
¥ | Berierel tatistics ¥ Host Statisitics
elherStatsTable [1.1) hastContiolTable [4.1]
tokenFiingh{LStalsT able (1.2)
tokenFiingPStatsT able (1.3)
¥ General Statistics History ¥ Matrix Statistics
historyControlTable [2.1] matriControlT able (B.1)
- Masimum Data Records,
MAC Layer History (Buckets)  [1000
etherHistoryTable (22)
tokenRingMLHistory Table [2.3)
tokenRingPHistoryT able: (2.4]
MAC Layer HostToph [Records): [1000
hostTophTable (5.2)
Capture Bulfer Size (Octets):  [1000000
caplureBuerT able [8.2)
ot [ Caned || o Help
Monitored on Startup:

“General Statistics” checkbox—etherStatsTable, tokenRingM L StatsTable, and
tokenRingPStatsTable.

This box is checked and grayed out, as under the RMONL1 specification,
such groups are always monitored.

“General Statistics History” checkbox—historyControl Table, alist of history control
entries, group 2.1.

“Host Statistics” checkbox—hostControl Table, alist of host control table entries,
group 4.1.

“Matrix Statistics” checkbox—matrixControl Table, alist of information entries for
the traffic matrix on each interface, group 6.1.

The following items allow you to configure Maximum Data Records maintained for
RMONL1 groups:

“MAC-Layer History (Buckets)” textbox—the number of buckets, or data
collections, to be kept for: etherHistoryTable, alist of ethernet history entries (group
2.2); tokenRingM L HistoryTable, alist of Mac-layer token ring statistic entries,



(group 2.3); and tokenRingPHistory Table, alist of promiscuous Token Ring statistics
entries, (group 2.4).

e “MAC-Layer HostTopN (Records)” textbox—the number of recordsto be kept in
hostTopNTable, alist of top-N host entries, group 5.2.

e “Capture Buffer Size (Octets)” textbox—the size of the capture buffer, in octets,
group 8.2.

RMON?2 Tab

SNMP | Intefaces | Secuity | Teps | MB2 | AMON |
RMONT RMONZ | Proocols | Frefiter | LogFile

itored on Startup:
¥ Frotocal Distribution ™ Metfapp-Layer Matix Statistics
protocalDistCartroll able [12.1] HiMatri<CortralT able [15.1]
¥ Addiess Mapping ™" Met-Layer MatixToph Feports
addhessh apControlT able (13.4] riMatrixTopNT able [15.5)
¥ Met/spp-Layer Host Statistics ™ &pp-Layer MatixTopN Reports
hHostContiolT able [14.1) alMatrixTopN ControlTable [17.3]

1~ Maximum Data Records:

Addiess Mappings:  [1000 NetLayer MatrisToph:  [1000

addiesshapTable (135) il alixT opNIT able (15.5]
NetLayer Hosts 1000 AppLayer Matiis Taph: [1000
nHostTable (14.1) allatisT ophTable (17.4)
bpplayerHosts: 1000 NetLayer Mati 1000

aHostTable (16.1) niMatixSDT able (15.2]

MatisDS T able [153
ity 1000 LRI )

fppLayer Hat [
ustblistoryT able(18.3) PP eyBriiais

alMatisSDT able [17.1)
aliatisDSTable (17.2)

ok [ Cancd | e | her |

Monitored on Startup:

*  “Protocol Distribution” checkbox—jprotocol DistControl Table, a table which controls
the setup of protocol type distribution statistics, group 12.1.

e “Address Mapping” checkbox—addressMapControl Table, a table which controls the
collection of network layer address to physical address to interface mappings, group
13.4.

*  “Net/App-Layer Host Statistics’ checkbox—hIHostControl Table, alist of higher
layer post table control entries which enable the collection of the network in
applicable level host tables index by network addresses, group 14.1.

*  “Net/App-Layer Matrix Statistics’ checkbox—hlMatrixControl Table, alist of higher
layer matrix control entries, which enable the collection of the network and
application level matrix tables containing conversation statistics indexed by pairs of
network addresses, group 15.1.

¢ “Net-Layer MatrixTopN Reports’ checkbox—nlMatrixTopNTable, a set of statistics
for those network layer matrix entries that account for the highest number of octets or
packets, group 15.5.
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“App-Layer MatrixTopN Reports’ checkbox—aMatrixTopNControl Table, a set of
parameters that control the creation of areport of the top N matrix entries according
to a selected metric, group 17.3.

The RMON2 Tab's Maximum Data Records box contains the following textboxes, from
which you can set limits for the following data records:

“Address Mappings’ textbox—a table of network layer addressed to physical address
to interface mappings, group 13.5.

“Net-Layer Hosts” textbox—allist of higher layer host table control entries, which
enabled the collection of the network and application level host tables indexed by
network addresses, group 14.1

“App-Layer Hosts’ textbox—a collection of statistics for a particular protocol from a
particular network address that has been discovered on an interface of a specific
device, group 16.1.

“usrHistory” textbox—usrHistoryTable, alist of user-defined history entries, group
18.3.

“Net-Layer MatrixTopN” textbox—nlMatrixTopNITable, a set of statistics for those
network layer matrix entries that account for the highest number of octets or packets,
group 15.5.

“App-Layer MatrixTopN” textbox—alMatrixTopNITable, a set of statistics for those
application layer matrix entries that have accounted for the highest number of octets
or packets, group 17.4.

“Net-Layer Matrix” textbox—nlMatrixSDTable, group 15.2; and nIMatrixDSTable,
group 15.3: two indexed lists of traffic matrix entries which collect statistics for
conversation between two network-level addresses.

“App-Layer Matrix” textbox—alMatrixSDTable, group 17.1; aMatrixDSTable,
group 17.2; two indexed lists of traffic matrix entries which collect statistics for
conversation between two network-level addresses.



Protocols Tab

SNMP | Intefaces | Secuiy | Taps | MiEZ | AMON |
AMONT | AMONZ Protocols | Prefiter | LogFile

Pratocol o [ AddiessMap | Host|  Matie|
%= nethios

E-= ip [m] O O
= 35

= ap

- s

== bpdu

%= protean

- % cabletion

%= hpprobe

= ap

w5 stak

-~ retin

B = novips m| O O
%1 logpback

KN ]

Add Delete Madify. Clear Settings|

Chesking the addresshap column allows network layer protocals ta populats the
adcressap group. Checking the host and matrix columns allow network and
application layer pratacals to populate the niHost, alHost, ribatrs, and b atix
aoups

ok | cecel | s | Hep |

The Protocols tab contains alisting of the protocols that the RMON Probe will recognize.
Checking the AddressM ap column allows the check network layer protocols to populate
the AddressMap group. Checking the Host and Matrix columns allow network and
application layer protocols to populate the nilHost, aHost, niMatrix, and alMatrix groups.

These are typically set by the RMON management console and only need to
be set here if no RMON management console will be used.

Prefilter Tab

RMON Probe Setup
SHMP I Interfaces | Security | Traps | MiB-2 | RMON |
RMONT | AMONZ | Protacols Frefiter | LogFie

Interface:

Prefilter Type:
' Hone [l Packets)
© MAC Addiess 00 00k 00:00:00:00

© IP Address bp.o .00

The packets analyzed by the RMON probe can be resticted to a specific MAC or
IP address. Any packet sent ta or received from the specified address will be
analyzed by the RMON probe. Select <Mones to analyze all packets on the
network segment

oK I Cancel I Al Help
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The Prefilter dialog permits the user to restrict packet capture and analysis of the RMON
Probe to a specific address. Click the MAC Address or IP Address radio button and enter
the desired MAC Address or IP Addressin the related edit box.

The RMON Probe is, by default, configured to “see” and analyze all packets
on its local network. By selecting either the MAC address or IP address radio
buttons and entering the desired address in the corresponding edit box, the
RMON Probe can be configured to analyze only packets originating from and
those explicitly addressed to (i.e., not including broadcast and multicast
packets) the specified device.

Log File Tab

RMON Prabe Setup

SNMP | Intefaces | Secuiy | Tmps | MiB2 | AMON |
FMONT |  FAMONZ |  Piowools | Prefiter Log Fie

I Enable logging Ozl UEmlay

~Log file detai

I Status infarmation [Aging, ete.]
[V Enor information ($ecurity, Record Limits, SHMP enars, etc.)

™" AlI'SNMP commands and responses

Maximum Size (Mbytes): [100

Log file: [mariog it Browse.
Log e wiewer. [natepad exe Browse.

ok [ Cancd | e | HeR |
e “Enablelogging” checkbox—allows you to enable logging of RMON Probe data.

e CLEAR LOG button—allows you to clear the log.
e VIEW LoG button—allows you to view the log.
Log file detail:

e “Statusinformation (Aging, etc.)” checkbox—allows you to enable the logging of
status information, such as aging.

e “Error information (Security, Record Limits, SNMP errors, etc.)” checkbox—allows
you to enable the logging of error information, such as security errors, exceeding of
record limits, or SNMP errors.

e “All SNMP commands and responses’ checkbox—allows you to enable the logging
of all SNMP commands and responses sent or received by the RMON Probe.

e “Maximum size (Mbytes)” textbox—allows you to set the maximum file size, in
megabytes.

« “Logfile’ textbox—allows you to set the name of thelog file.
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e “Log fileviewer” textbox—allows you to set the name of the program, usualy an
editor, to be used to view the log file when the VIEw LoG button is clicked.

SNMP Tab
SMMP Stalistics
~ Receive Message Counts: — - Send Message Counts:
Get [ | | GetRessomse: 3
GetMext [ 0 Teap [ 0O
Sset [0 Sempvl: [ 0
GetBuk: [~ 0 Sempv2z: [ 0
Smp/t 0 | ertination Failes
Sempvz: [0 Rest T
witee [0
Reset Counters
Help

Brings up an information window, showing the version number of the RMON Probe, and
copyright information for the RMON2 Probe product.

Recommended Further Reading

e Comer, Douglas E. Internetworking with TCP/IP—3rd Edition, Volumes I-111.
Englewood Cliffs JN: Prentice-Hall, 1995. ISBN: 0-13-21697-8, 0-13-0973843-6, O-
13-260969X

Douglas Comer’sthree-volume Internetworking is the bible of the TCP/IP world, and
the latest edition is a useful addition to any sysadmin’s library.

e Perkins, David T. RMON: Remote Monitoring of SNMP Based LANs. New York:
Prentice-Hall, 1999. ISBN: 0130961639

Thisbook has agood explanation of RMON, RMONZ2 troubleshooting strategies, and
isagood reference for RMON2 variable definitions.
Appendix

Thisisacompletelisting of all the RMON1 and RMON2 objects and structures. All of the
objects and structures are supported by the Network Instruments’ RMON2 Probe.

RMON1 Tree
1 statistics
11 etherStatsTable
etherStats Entry
1 etherStatsl ndex
2 etherStatsDataSource
3 etherStatsDropEvents
4 etherStatsOctets
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21

5 etherStatsPkts

6 etherStatsBroadcastPkts

7 etherStatsM ulticastPkts

8 etherStatsCRCAIlignErrors

9 etherStatsUndersizePkts

10 etherStatsOversizePkts

11 ether StatsFragments

12 etherStatsJabbers

13 etherStatsCollisions

14 ether StatsPkts64Octets

15 ether StatsPkts65t01270ctets

16 ether StatsPkts128t02550ctets

17 ether StatsPkts256t05110ctets

18 ether StatsPkts512t010230ctets

19 ether StatsPkts1024t015180ctets

20 etherStatsOwner

21 etherStatsStatus

tokenRingML StatsTable

tokenRingML StatsEntry

1 tokenRingM L Statsindex

2 tokenRingM L StatsDataSource

3 tokenRingM L StatsDropEvents

4 tokenRingM L StatsM acOctets

5 tokenRingM L StatsM acPkts

6 tokenRingM L StatsRingPurgeEvents
7 tokenRingM L StatsRingPurgePkts

8 tokenRingM L StatsBeaconEvents

9 tokenRingM L StatsBeaconTime

10 tokenRingM L StatsBeaconPkts

11 tokenRingM L StatsClaimTokenEvents
12 tokenRingM L StatsClaimTokenPkts
13 tokenRingM L StatsNAUNChanges

14 tokenRingM L StatsLineErrors

15 tokenRingM L Statslnternal Errors

16 tokenRingM L StatsBurstErrors

17 tokenRingML StatsA CErrors

18 tokenRingM L StatsAbortErrors

19 tokenRingM L Statsl ostFrameErrors
20 tokenRingML StatsCongestionErrors
21 tokenRingM L StatsFrameCopiedErrors
22 tokenRingM L StatsFrequencyErrors
23 tokenRingM L StatsTokenErrors

24 tokenRingM L StatsSoftErrorReports
25 tokenRingM L StatsRingPoll Events
26 tokenRingM L StatsOwner



31

2 history
11

21

27

tokenRingML StatsStatus

tokenRingPStatsTable
tokenRingPStatsEntry

1 tokenRingPStatsi ndex

2 tokenRingPStatsDataSource

3 tokenRingPStatsDropEvents

4 tokenRingPStatsDataOctets

5 tokenRingPStatsDataPkts

6 tokenRingPStatsDataBroadcastPkts

7 tokenRingPStatsDataM ulticastPkts

8 tokenRingPStatsDataPkts18to630ctets

9 tokenRingPStatsDataPkts64t01270ctets

10 tokenRingPStatsDataPkts128t02550ctets

1 tokenRingPStatsDataPkts256t05110ctets

12 tokenRingPStatsDataPkts512t010230ctets
13 tokenRingPStatsDataPkts1024t020470ctets
14 tokenRingPStatsDataPkts2048to40950ctets
15 tokenRingPStatsDataPkts4096t081910ctets
16 tokenRingPStatsDataPkts8192t0180000ctets
17 tokenRingPStatsDataPktsGreaterThan180000ctets
18 tokenRingPStatsOwner

19 tokenRingPStatsStatus

historyControl Table

historyControl Entry

~NOoO oA~ WN -

historyControlIndex
historyControl DataSource
historyControl BucketsRequested
historyControl BucketsGranted
historyControlInterval
historyControl Owner
historyControl Status

etherHistoryTable
etherHistoryEntry

O©oO~NOOUTLAWNPE

etherHistorylndex
etherHistorySampl el ndex
etherHistorylnterval Start
etherHistoryDropEvents
etherHistoryOctets
etherHistoryPkts
etherHistoryBroadcastPkts
etherHistoryM ulticastPkts
etherHistoryCRCAIlignErrors
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41

10
11
12
13
14
15

etherHistoryUndersizePkts
etherHistoryOversizePkts
etherHistoryFragments
etherHistoryJabbers
etherHistoryCollisions
etherHistoryUtilization

tokenRingM L HistoryTable
tokenRingM L HistoryEntry

0
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

P RPRPOO~NOOODWNEE

tokenRingM L Historylndex
tokenRingM L HistorySamplel ndex
tokenRingM L HistoryInterval Start
tokenRingM L HistoryDropEvents
tokenRingM L HistoryMacOctets
tokenRingM L HistoryM acPkts
tokenRingM L HistoryRingPurgeEvents
tokenRingM L HistoryRingPurgePkts
tokenRingM L HistoryBeaconEvents
tokenRingM L HistoryBeaconTime
tokenRingM L HistoryBeaconPkts
tokenRingM L HistoryClaimTokenEvents
tokenRingM L HistoryClaimTokenPkts
tokenRingM L HistoryNAUNChanges
tokenRingM L HistoryLineErrors
tokenRingM L HistoryInternal Errors
tokenRingM L HistoryBurstErrors
tokenRingM L HistoryACErrors
tokenRingM L HistoryAbortErrors
tokenRingM L HistoryL ostFrameErrors
tokenRingM L HistoryCongestionErrors
tokenRingM L HistoryFrameCopiedErrors
tokenRingM L HistoryFrequencyErrors
tokenRingM L History TokenErrors
tokenRingM L History SoftErrorReports
tokenRingM L HistoryRingPol| Events
tokenRingM L HistoryActiveStations

tokenRingPHistoryTable
tokenRingPHistoryEntry

coO~NO U WNBE

tokenRingPHistorylndex
tokenRingPHistorySamplel ndex
tokenRingPHistorylnterval Start
tokenRingPHistoryDropEvents
tokenRingPHistoryDataOctets
tokenRingPHistoryDataPkts
tokenRingPHistoryDataBroadcastPkts
tokenRingPHistoryDataM ulticastPkts



3 alarm

4 host

11

11

21

9 tokenRingPHistoryDataPkts18to630ctets

10 tokenRingPHistoryDataPkts64t01270ctets

1 tokenRingPHistoryDataPkts128t02550ctets
12 tokenRingPHistoryDataPkts256t05110ctets
13 tokenRingPHistoryDataPkts512t010230ctets
14 tokenRingPHistoryDataPkts1024t020470ctets
15 tokenRingPHistoryDataPkts2048t040950ctets
16 tokenRingPHistoryDataPkts4096t08191Octets
17 tokenRingPHistoryDataPkts8192t0180000ctets
18 tokenRingPHistoryDataPktsGreater Than180000ctets
alarmTable

alarmEntry

1 alarmlindex

2 alarminterval

3 adarmVariable

4 alarmSampleType

5 aarmValue

6 alarmStartupAlarm

7 alarmRisingThreshold

8 alarmFallingThreshold

9 alarmRisingEventl ndex

10 alarmFallingEventl ndex

1 alarmOwner

12 alarmStatus

hostControl Table

hostControl Entry

OO, WN B

hostControll ndex
hostControl DataSource
hostControl TableSize
hostControlLastDeleteTime
hostControl Owner
hostControl Status

hostTable
hostEntry

OO, WN B

hostAddress
hostCreationOrder
hostlndex
hostInPkts
hostOutPkts
hostInOctets
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5 hostTopN
11

21

6 matrix

11

7 hostOutOctets

8 hostOutErrors

9 hostOutBroadcastPkts
10 hostOutMulticastPkts
hostTimeTable

hostTimeEntry

1 hostTimeAddress

2 hostTimeCreationOrder

3 hostTimel ndex

4 hostTimel nPkts

5 hostTimeOutPkts

6 hostTimel nOctets

7 hostTimeOutOctets

8 hostTimeOutErrors

9 hostTimeOutBroadcastPkts
10 hostTimeOutM ulticastPkts
hostTopNControl Table
hostTopNControl Entry

1 hostTopNControl | ndex

2 hostTopNHostIndex

3 hostTopNRateBase

4 hostTopNTimeRemaining
5 hostTopNDuration

6 hostTopNRequestedSize
7 hostTopNGrantedSize

8 hostTopNStartTime

9 hostTopNOwner

10 hostTopNStatus
hostTopNTable

hostTopNEntry

1 hostTopNReport

2 hostTopNIndex

3 hostTopNAddress

4 hostTopNRate
matrixControl Table

matrixControl Entry

1 matrixControl I ndex

2 matrixControl DataSource
3 matrixControl TableSize
4 matrixControl LastDeleteTime
5 matrixControl Owner



7 filter

21

31

11

21

6

matrixControl Status

matrixSDTable
matrixSDEntry

OO, WN P

matrixSDSourceAddress
matrixSDDestAddress
matrixSDIndex
matrixSDPkts
matrixSDOctets
matrixSDErrors

matrixDSTable
matrixDSEntry

OO, WN P

matrixD SSourceAddress
matrixDSDestAddress
matrixD Sl ndex

matrixD SPkts

matrixD SOctets
matrixDSErrors

filterTable
filterEntry

I—‘IS(OCD\ICDU‘I-&OOI\)I—‘

=

filterndex
filterChannel Index
filterPktDataOffset
filterPktData
filterPktDataM ask
filterPktDataNotM ask
filterPktStatus
filterPktStatusM ask
filterPktStatusNotM ask
filterOwner
filterStatus

channel Table
channelEntry

HIS(O@\]CDU‘I-&OOI\)H

[y
N -

channellndex
channellfIndex

channel AcceptType
channelDataControl
channel TurnOnEventlndex
channel TurnOff Eventlndex
channelEventIndex
channel EventStatus
channelMatches

channel Description
channel Owner

channel Status
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8 capture
11 bufferControl Table
bufferControl Entry
bufferControl Index
bufferControl Channel I ndex
bufferControl Full Status
bufferControl Full Action
bufferControl CaptureSliceSize
bufferControl DownloadSliceSize
bufferControl Downl oadOff set
bufferControlM axOctetsRequested
bufferControlMaxOctetsGranted
0 bufferControl CapturedPackets
1 bufferControl TurnOnTime
12 bufferControl Owner
13 bufferControl Status
21 captureBufferTable
captureBufferEntry
captureBufferControl Index
captureBufferlndex
captureBufferPacket| D
captureBufferPacketData
captureBufferPacketl ength
captureBufferPacketTime
captureBufferPacketStatus

P RPRPOO~NOOODWNEE

~NOoO b~ wWNBRE

9 event

11 eventTable

eventEntry
eventlndex
eventDescription
eventType
eventCommunity
eventLastTimeSent
eventOwner
eventStatus

~No b~ wWNBRE

21 logTable
logEntry
1 logEventlndex
2 loglndex
3 logTime
4 logDescription
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10 tokenRing
11

21

31

4.1

ringStationControl Table
ringStationControl Entry
ringStationControl I fIndex
ringStationControl TableSize
ringStationControl ActiveStations
ringStationControl RingState
ringStationControl BeaconSender
ringStationControlBeaconNAUN
ringStationControl ActiveMonitor
ringStationControl OrderChanges
ringStationControl Owner
ringStationControl Status
ringStationTable

ringStationEntry

ringStationlflndex
ringStationMacAddress
ringStationLastNAUN
ringStationStationStatus
ringStationL astEnterTime
ringStationL astExitTime
ringStationDuplicateAddresses
ringStationinLineErrors
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