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One can use AppDancer/FA to more easily identify and resolve problems with a database application.  Our company’s site (www.myNetWatchman.com) will be used as an example.
 

We have employed 'connection pooling' between our web server and database server so that stored procedure requests should always be "routed" over a pool of 20-30 *existing* SQL connections...thus eliminating the constant need to open and tear down TCP connections, and more importantly to be constantly issuing *expensive* odbc logins...if one did that for every stored procedure call, the system would not scale very well.
When someone inserts data to our site, and if they attempt to submit an IP address that is on our exclusion list (e.g. my own server IP 64.238.113.123), one expects the following store procedure sequence:
 

1: Validatelogin
2: UpdateAgentIP
3: CheckExclusionList
4: UpdateErrorLog
 

You can see the first 3 calls in the flow on the next page:
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However, notice that the 'UpdateErrorLog' call was not included above...that's because when that call was made in the web page logic a brand new SQL connect, odbc login was generated...causing that ONE storedproc to be executed in a completely separate connection/flow.

That ONE storedproc executed in the completely separate connection/flow (orphaned flow) is shown on the following page:
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To fix the problem we changed the code in the ASP page that was making these calls (see code in Addendum at end).  This is a great example of how some minor code housekeeping can have a profound impact on application performance.
 

Now here's a ladder diagram after the code fix...note how all 4 calls are handled by a pooled connection...the extra odbc login and TCP connection/disconnection overhead is gone – as shown by the AppDancer screen shot on the following page:
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Summary:  
 

With the non-optimal code, this insert operation takes .017s to complete  (that's 9ms in the main flow, plus another 8ms in the "orphaned" flow).
 

With the optimized code, all 4 stored procs are completed in .011s...so we saved 6ms ...a 35% performance improvement...by changing two lines of ASP code!!
 

AppDancer, nor any protocol analyzer, will not necessarily flag this situation as a problem -- I had to notice it myself.  However AppDancer’s unique “ladder view” of the IP Flow conversation is very helpful in providing a simpler visual view of the situation.  It is probably difficult to do this without understanding how the application is architected and whether or not the user *expects* connection pooling.  Noting the ratio of database calls vs. ODBC logins might be a way to create a diagnostic for this symptom.
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ASP Code Before:
             SqlString="exec CheckIPExclusionList '" &strAttackerIP & "'"

             set rsQuery=db.execute(SqlString)

             if not rsQuery.EOF then

                      Response.Write "mNWStatus: EXCLUDED - Source IP Address exists in exclusion database."&vbCrLf&vbCrLf

                      Response.Write "Filter Reason: "& rsQuery("Reason")&vbCrLf&vbCrLf




Sqlstring = "exec UpdateErrorLog " & strAgentID &",110"



          set rsQuery2=db.execute(SqlString)

                      Response.End



       return

             end if

     rsQuery.close

     set rsQuery=Nothing

ASP Code After:

             SqlString="exec CheckIPExclusionList '" &strAttackerIP & "'"

             set rsQuery=db.execute(SqlString)

             if not rsQuery.EOF then



Response.Write "mNWStatus: EXCLUDED - Source IP Address exists in exclusion database."&vbCrLf&vbCrLf



Response.Write "Filter Reason: "& rsQuery("Reason")&vbCrLf&vbCrLf



' 2002-06-04 LB - Close and Destory rsQuery object



rsQuery.close



set rsQuery=Nothing



Sqlstring = "exec UpdateErrorLog " & strAgentID &",110"



set rsQuery=db.execute(SqlString)



' 2002-06-04 LB - Destory rsQuery object



set rsQuery=Nothing



Response.End



return

             end if

     rsQuery.close

     set rsQuery=

